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Abstract-

Internet of Things suffers from limited bandwidth, energy sources as well as computational
power. Most of the IoT devices works on battery and can not afford the luxury of traditional
public key cryptography. The traditional DH protocol puts lot of pressure on resource
constrained architecture of [oT. This paper proposes a novel Diffie Hellman protocol based
on elliptical curve NIST p-192 curves for optimizing these resources. The novelty of DH
protocol based on elliptical curve demonstrated through MIRACL crypto library and
programming is done by using C.
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Introduction-

The principle behind method used for facilitating exchanging key on a secure basis but
rational Diffie-Hellman Algorithm has certain deficiency lack of secure information in cloud
sharing [3,6] for overcoming these shortcomings and pitfalls a hybrid algorithm based on
Elliptic curve is proposed[8,9], making a hybrid of Elliptic Curve Cryptography and Diffie-
Hellman for optimizing resources by using less space.

Related Work:

In encryption of key value during exchange q prime number|[7,5] is used and « primitive
root of prime number at a cost of hit encompass a noteworthy contact as attacker established
admission of user systems private data. Furthermore attacker gained access of Administrator
Rights [12,13] may damage by inflicting virus over key value and can lead to failure so
authentication over key exchange is a subject of great concern [9,12,13] of present condition
of Denial to Service attacks
Diffie-Hellman Key Exchange Algorithm
Global Public Element:
q prime number a < q and « is a primitive root of q
Assuming
User A Key Generation:
Select private Xy, X, < q

Calculate public

Y, Yy = a*mod q
User A Key Generation:

Select private Xy, X, < q

Calculate public

Yp Y = a*¥mod q
Calculation of Secret Key by User A:

K = (YBXA)mod q
Calculation of Secret Key by User B:

K = (YAXB)mod q



Figure 1: Diffie-Hellman Key Exchange Algorithm
Diffie Hellman Approach Used for securing information:

Let message send from sender to receiver using secure channel be spitted into a bits of strams
as q

q="155315526351482395991155996351231807220169644828378937433223838972232518351958838087073
321845624756550146945246003790108045940383194773439496051917019892370102341378990113959561
895891019716873290512815434724157588460613638202017020672756091067223336194394910765309830
876066246480156617492164140095427773547319"

Selecting prime value a = 3

A Private key a calculation
1190524734126777733565106951973477053802465284426
A Public key a calculation

124962539079647349234420747746903489236337724376722708149438625751053634145040925008605590648721276279142091696889319778268301274948734444
603689629237068149963944225283745143305832894999063705339793380444028297343937942117012422368733736227329409790073586963848302288439232840
227236664431557093015715247642302

B Private key Calculation
230675649273038073846784172133394912829243358421
B Public key Calculation

140669496607358783086618670848405215356895268799348518522491854789913281761999229408783002444594500433837749918897375467191575323740171061
394543167146087692406986558736963570973515340216498994343316717111427207655577920177314210689940872398489829828392351377170216698638060608
667874050623302908173666690348493

A Session Key=

765759601443326749892288120764081289870646135304006937318031678800695123573591299515909654769847209411333442156175950365387135956978573724
606149780385641856535917887280621169684480291116476958322775025040979449770822224603001313846178447981768088365695118118021488750132078386
37735499173280944025870436661168

B Session Key=

765759601443326749892288120764081289870646135304006937318031678800695123573591299515909654769847209411333442156175950365387135956978573724
606149780385641856535917887280621169684480291116476958322775025040979449770822224603001313846178447981768088365695118118021488750132078386
37735499173280944025870436661168

A and B keys are the same

Figure 2:-Diffie-Hellman Key exchange without using Elliptic Curves



Approach Used:

Elliptic-curve Diffie-Hellman: Being an unidentified enter contract set of rules with the
purpose of allowing party, every have an unrestricted—confidential type, in the direction of
creating a joint undisclosed above an unselfconfident way.[1][2][3] The joint undisclosed
might subsist straightly define key value, also could create another solution further
encrypting succeeding exchanges by means of a symmetric type ciphering. Hybrid Algorithm
Diffie-Hellman protocol on ECC by managing key sharing between parties in Internet of
Things framework and thereby authenticate the message over channel between sender and
receiver for managing resource allocation on sensors, grid. The novel protocol on depending
on certificate exchange so we have achieved secure medium on sharing of information in
Internet of Things. Thus, less prone to unauthorized access by attacker so using 198-bit
Elliptic Curve Cryptography.

The curve E: y* = 2 + ax + b over F,, is defined by:

00000000 00000000 00000000 00000000 00000000 00000000
b = 00000000 0O000000 00000000 00000000 Q0000000 00000003

[

The base point (¢ in compressed form 1s:

i = 03 DB4FF10E COSTESAE 26B07D02 80ETF434 1DASD1E1 EAECECTD

and in uncompressed form is:

i = 04 DB4FF10E COSTESAE 26B07D0O2 80ETF434 1DASD1E1 EAECECTD
9B2F2F6D 9CH628A7 84416300 15BES634 4082AA88 DOLEZFSD

Finally the order n of (7 and the cofactor are:

= FFFFFFFF FFFFFFFF FFFFFFFE 26F2FC17 OF659466A T4DEFDSD
h = 01

Using Hybrid Elliptic Curves Diffie-Hellman Key

A key estimate value

B key estimate value=
735723040707006201325038495845927737553053854578654864324
B computed value=
735723040707006201325038495845927737553053854578654864324

A and B computed exactly equal value but with less space corresponding to A key derived with our novel
approach

Results:
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Figure 4: Screenshot of comparing key values Diffie-Hellman Key exchange with using Elliptic Curves by Dr. Pritam Shah and Manu
Banga 2018

Conclusion:

By this hybrid approach, resources are utilized optimally, thereby will save the bandwidth as well as storage
requirements reducing overhead as key size reduced, due to quadratic nature elliptical equation will have
solution, one bit storage thus reducing space and time overheads
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